Wi-fi packet sniffing on Ubuntu

n00bs!!1
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Packet sniffers let you take a look at the network traffic of a wireless network,
seeing what websites are people visiting, watch chat conversations, capture some
unencrypted passwords, or just see how packets flow through different protocols.
This tutorial will show you how to discover wireless network and passively
(without interfering) sniff their traffic on Ubuntu (Edgy).

Drivers
Although many WLAN cards are supported by default in Ubuntu, some are not.
Try downloading and installing the latest Orinoco or Prism2 drivers.

Links are listed in the end of the text.
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You will need a tool to discover wireless networks and get information about them.



Probably the easiest way to do this is installing a package called Wifi-radar.
Wifi-radar will let you see the SSID, signal strenght, mode and type of the 802.11
standard (b, g, etc.)

It doesn't provide much details, but for very basic use it's OK.

Of course, there are tools that provide more details about wireles networks.
Kismet is probably the most popular tool among wardrivers who use Linux.
It sniffs traffic passively, making it impossible to be detected and it
even supports GPS.
So go to http://packages.ubuntu.com and download Kismet from the networking
section. Install the package.
Before you start, you'll have to modify the kismet.conf file.
Open /etc/kismet/kismet.conf with your favourite text editor and modify the source
option to fit your needs. For example:
source=orinoco,wlan0,kismet
Now start Kismet from the terminal, using the sudo kismet command
(root privileges).
Network List— (SSID)

<no ssid>
SKES—MLIN
! SES—Wireless

. SentaNET-V-gradska
! SentaNET5—H—gradska

Kismet should show a list of available wireless networks.

To sort the press “s” and then select how you want them to be sorted. In this way,
you can scroll through them.

Kismet can detect the IP range used inside the network.

Press “i”, and you will see detailed information about the network you selected.
Press “d” to dump packets. These are the basics.

Pressing “h” will pop-up the help window. Everything else is explained here,

no need to talk more.

Note that some wireless networks are protected using technologies like

WEP,WPA or LEAP. This means you will need some kind of key to verify yourself and
get access to the network.

Tools like Asleap (for LEAP) , AirSnort (for WEP) and such will help you do it.


http://packages.ubuntu.com/

Set MAC address

You might want to do this if the network allows only specific MAC addresses.
One solution is to install a package called macchanger, and another is to edit
/etc/network/interfaces.

Open it with a text editor and you should see something like:

auto wlan0

iface wlanO inet dhcp

Change it to:
auto wlan0
iface wlanO inet dhcp

hwaddress ether 01:02:03:04:05:06
Of source, instead of 01:02:03:04:05:06 write the MAC address you need and
instead of wlan0 write the network adapter you will use to connect to the network
Re-enable your network adapter.

Capturing packets

In order to capture packets, we're going to use WireShark
(previously known as Ethereal)
Let's start:

Get the package from “Add/Remove....” and install it.

Now fire up WireShark as root.

Click Capture -> Options or press Ctrl+K.

In the “Interface” section, write “wlan0” or whatever is the name of your
wireless device.

To see a list of your network devices, go to Capture -> Interfaces.

You might want WireSharkto write captured stuff to a file.

This is useful if you want to analyze the results somewhere else, or if you're doing
long-time captures.

For the best performance, disable the

“Update list of packets in real time” option and don't use complex filters.
Now click Start.



A small window will pop-up. It shows you the amount of traffic that belongs to
different protocols in percentage.
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In the main window you can see a list of captured packets, their number, the time
that passed since the beginning of the capture, the source IP (the packetis sent
from that IP), the destination IP (the IP that receives the packet), protocol, and
some info about the packet.

After a while, stop the capture. Let's take a look at the data.
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Stream Content

HTTP/1.0 201 Moved Permanently

Location: http://www.google.com/firefox?client=
Set-Cookie: PREF=ID=1e7e4fc807d019aa:TM=117329¢
19:14:07 GMT; path=/; domain=.google.com
Content-Type: text/html

Server: GQWsS/2.1

Content-Encoding: gzip

Date: Wed, 07 Mar 2007 19:40:29 GMT
Cache-Control: private, x-gzip-ok=""

Right click a packet from the list (HTTP protocol, for example) and select

“Follow TCP Stream” to link all packets that are sent between two computers and
belong to a single protocol.

It will be easier to read now.

Now you can see fragments of webpages and HTTP replies/requests

Doing this with protocols that don't encrypt login information (FTP, IRC, POP, ICQ,
AIM, Telnet, etc.) you will probably be able to see passwords in plain-text.

Also, by following streams of packets that belong to chat protocds

(MSNMS, AIM), you will be able to monitor chat conversations.

Protocols such as HTTPS or SSH are encrypted, so you can't sniff logins with ease.

You might want to sniff packets between two particular hosts only, or between
two ports of a specific protocol.
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You can do that by right clicking a packet and selecting Apply as Filter, or by writing
specific rulesin the Filter textbox.

Some examples (write the without brackets):

“http” - Only packets that are sent through HTTP protocol

“ip.dst == 192.168.0.2” - Only packets sent to 192.168.0.2

“ip.src == 192.168.0.2" - Only packets received by 192.168.0.2

“tcp.port == 80" - Only packets that belong to TCP port 80

“not udp” - Everything except UDP

“aim || irc” - AIM or IRC

You can find more examples and filtering options in Analyze > Display Filters.
All in all, that's the basic usage of WireShark. Read Help > Contents or press F1
for more info.

Conclusion

This is only the beginning ;)
For more information about WLANs and sniffing, here are some useful links:

http://www.nongnu.org/orinoco/ - Orinoco drivers

http://airsnort.shmoo.com/ - AirSnort

http://monkey.org/~dugsong/dsniff/ - dSniff

http://www.hpl.hp.com/personal/Jean Tourrilhes/Linux/Wireless.html — Linux WLAN
http://www.goonda.org/wireless/prism2/ - Linux and Prism2 based wireless cards
http://www.kismetwireless.net/ - Kismet

http://www.wireshark.org/ - WireShark

http://en.wikipedia.org/wiki/IEEE 802.11 —Description of the 802.11 standard
http://en.wikipedia.org/wiki/Wired Equivalent Privacy - How WEP works
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